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[bookmark: _Toc465863445]Overview
As the Commonwealth looks forward to a future of interconnecting disparate networks and converging services, it is important that all organizations abide by a common set of standards.  This document provides a set of network standards for those entities wishing to offer communications and/or application services to the Commonwealth.  This applies to Physical and Virtual Environments. Additionally, all providers must adhere to standards listed in other Commonwealth Informational Technology Policies (ITP).
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[bookmark: _Toc465863446]Definitions
The following definitions are utilized in this Standards document:
	Term
	Definition

	RetireD
	This standard is no longer accepted by the Commonwealth.  Items will only be maintained on this list for a maximum of 24 months after retirement.  

	CONTAIN
	The Commonwealth currently supports this standard but no longer accepts it for new services. (possibly match text to ITP language)

	Preferred
	The Commonwealth currently prefers these service standards.

	Special
	The Commonwealth has approved these standards; however, they are not preferred.  They may require special equipment or other special considerations.  In some cases, additional cost, which may be forwarded to the requesting entity, would be required to implement such a connection.  An example of this is the use of Single-Mode (SM) Fiber vs. Multi-Mode (MM) Fiber; such a scenario involves the purchase of expensive SM optics.

	Future
	The Commonwealth foresees the future use of this standard, but the current infrastructure would require upgrades to support it.  Entities may request the use of such standard but should not expect that existing facilities will support it.  

	CPOP
	A Commonwealth Point-of-Presence (CPOP) is a point of access for service providers to interconnect with Commonwealth’s network(s). 

	REQUIRED
	The Commonwealth currently requires these standards.  Such requirements may involve public safety concerns or protection of regulated information (ex: CJIS, HIPPA, PII, etc.).



[bookmark: _Toc465863447]Commonwealth Point-of-Presence (CPOP) Locations
Currently, the Commonwealth provides the following CPOP location(s):
· Group A
· Commonwealth Technology Center
· Cameron St. (Limited Space and Environmental)
· Keystone Building (Limited Space and Environmental)
· M25E Capital Building (Limited Space and Environmental)
· Rachel Carson Building (Limited Space and Environmental)
· Strawberry Square (Limited Space and Environmental)
· Group B – Commonwealth Owned facilities outside of Harrisburg
· TBD
· Group C – State-Wide Radio
· Radio to provide list of sites
· Group D – Middle-Mile Backbone Sites (Non Commonwealth)
· TBD
The Commonwealth reserves the right to modify the list of CPOP locations with reasonable notification to all entities currently providing services through any locations changing status.


[bookmark: _Toc465863448]Provider Responsibilities
[bookmark: _Toc465863449]Critical Sites
Commonwealth-identified critical sites require redundant connections that are physically diverse.  Organizations wishing to provide services to or from locations defined as critical sites must, upon Commonwealth request, provide end-to-end physical and logical path details to ensure that diversification is maintained.  If diversification is not provided by the service provider, the provider shall support the coordination with the Commonwealth, and where appropriate other service provider(s), necessary for the Commonwealth to obtain such diversity through multiple carriers.
[bookmark: _Toc465863450]Telecommunication Service Priority (TSP)
All organizations providing common carrier services to the Commonwealth must support the federal TSP program.  If a provider’s service does not qualify for the TSP program, the provider must notify the Commonwealth as such.
[bookmark: _Toc465863451]Service Delivery Standards
[bookmark: _Toc465863452]Authentication
The Commonwealth considers integration with Commonwealth authentication systems to be preferred.  Providers, whose services include a web-based management or reporting functionality or allow for some form of Commonwealth management of devices, should seek solutions that can integrate with the Commonwealth’s infrastructure for authentication.
[bookmark: _Toc465863453]Network Time Protocol (NTP)
Providers must maintain reliable NTP synchronization with all devices to ensure that logging is accurate.  The Commonwealth considers a minimum of Stratum 2 to be Preferred for the time source.
[bookmark: _Toc465863454]Interconnection Standards
Included are the standards for interconnection with the Commonwealth network.  Any desire to connect with a deviation from these standards will be dealt with on a case-by-case basis.  In such cases, every effort will be made to conform to the standard or modify the standards list to include another connection method that can be widely utilized.  The Commonwealth will periodically update the standards for connections with reasonable notification to all entities currently affected by a status changing to Contain or Retired.
[bookmark: _Toc465863455]Layer 1 – Physical Layer
	Technology
	Speed
	Status
	CPOP Group(s)
	Media
	Standard(s)
	Fiber Size(s)
	Connector(s)

	Fiber
	Any
	Contain
	N/A
	Any
	Any
	Any
	ST, FC

	Fiber
	Any
	Special
	N/A
	Any
	Any
	Any
	SC

	Fiber
	Any 
	Preferred
	N/A
	SM Fiber
	Any
	N/A
	LC

	Fiber
	Any
	Preferred
	N/A
	MM Fiber
	Any
	50µm
	LC

	Fiber
	Any
	Contain
	N/A
	MM Fiber 
	Any
	62.5µm
	Any

	Ethernet
	10Mbps
	Special[endnoteRef:1] [1:  Voice Only Standard: This standard is Preferred for new PIP Voice circuit installs.] 

	A,B
	>= Cat 5
	10BASE-T
	N/A
	RJ45

	Ethernet
	10Mbps
	Special
	C
	>= Cat 5
	10BASE-T
	N/A
	RJ45

	Ethernet
	100Mbps
	Special[endnoteRef:2] [2:  Voice Only Standard: This standard is Preferred for new PIP Voice circuit installs.] 

	A, B
	>= Cat 5
	100BASE-T
	N/A
	RJ45

	Ethernet
	100Mbps
	Preferred
	C
	>= Cat 5
	100BASE-T
	N/A
	RJ45

	Ethernet
	1Gbps
	Preferred
	A, B, D
	>= Cat 5e
	1000BASE-T
	N/A
	RJ45

	Ethernet
	1Gbps
	Preferred
	A, B, D
	MM Fiber
	1000BASE-SX
	50µm OM3/4
	LC

	Ethernet 
	1Gbps
	Special
	A, B, D
	SM Fiber
	1000BASE-LX
1000BASE-EX
	N/A
	LC

	Ethernet
	10Gbps
	Preferred
	A, D
	Twinax
	10GSFP+Cu
802.3
	N/A
	SFP+

	Ethernet
	10Gbps
	Preferred
	A, D
	MM Fiber
	10GBASE-SR
	50µm OM3/4
	LC

	Ethernet
	10Gbps
	Special
	A, D
	SM Fiber
	10GBASE-LR
10GBASE-ER
	N/A
	LC

	Ethernet
	40Gbps
	Future
	A, D
	MM Fiber
	40GBASE-SR4
	50µm OM3/4
	LC

	Ethernet
	40Gbps
	Future
	A, D
	SM Fiber
	40GBASE-LR4
	N/A
	LC

	Ethernet
	100Gbps
	Future
	A, D
	MM Fiber
	100GBASE-SR10
	50µm OM3/4
	LC

	Ethernet
	100Gbps
	Future
	A, D
	SM Fiber
	100GBASE-LR4
	N/A
	LC

	DWDM
	100Gbps
	Future
	A
	SM Fiber
	-
	N/A
	LC

	CWDM
	TBD
	Future
	TBD
	SM Fiber
	-
	N/A
	LC

	All Others[endnoteRef:3] [3:  Examples:  cable modems, CATV, satellite, wireless, WiFi, microwave, etc.] 

	Any
	Special
	Any
	Any
	Any
	Any
	Any





[bookmark: _Toc465863456]Layer 2—Data Link Layer
	Technology
	Status

	Ethernet
	Preferred

	Link Aggregation Control Protocol (LACP)
	Preferred

	MPLS
	Preferred[endnoteRef:4] [4:  This standard is also Preferred for PIP SIP trunking.] 


	802.1Q
	Preferred

	Link Layer Discovery Protocol (LLDP)
	Preferred

	Cisco Discovery Protocol (CDP)
	Special


[bookmark: _Ref432771334]
[bookmark: _Toc465863457]Layer 3—Network Layer
	Technology
	Status

	IPv4
	Preferred

	IPv4 – Multicast
	Future

	IPv6
	Future[endnoteRef:5] [5:  The Commonwealth’s standard Network Layer protocol is IPv4.  At this time, the Commonwealth does not provide native transport or translation of IPv6 traffic.  The Commonwealth is investigating implementation strategies for IPv6 and will support it in the future.  Vendors must be prepared to support IPv6 when the Commonwealth deploys.] 


	Differentiated Services (DSCP)
	Preferred[endnoteRef:6] [6:  Use of DSCP marking on all Layer 3 traffic is “Preferred”, with standards that prioritize public-safety voice and honor DSCP through disparate networks. If providers do not honor QoS tags, they must, at minimum, pass the QoS tags through their network.  Providers that do not honor the QoS tags must disclose this to the Commonwealth.  ] 


	RFC 1918 Private Internets
	Contain[endnoteRef:7] [7:  To promote interoperability, the Commonwealth will route Commonwealth-assigned RFC1918 prefixes only and any other use is “Contained.”  IPv4 public addresses are “Preferred” when connecting Layer 3 networks.] 


	Network-to-Network Tunnels
	Special



[bookmark: _Toc465863458]IPv4 Routing
	Technology
	Standard

	OSPF
	Special

	EIGRP
	Special

	Static
	Special

	BGP or MP-BGP[endnoteRef:8] [8:  Private AS numbers must be assigned by the Commonwealth.] 

	Preferred

	BGP or MP-BGP[endnoteRef:9] [9:  Private AS numbers not assigned by the Commonwealth.] 

	Special





[bookmark: _Toc465863459]DSCP Standards
	Use
	DSCP
	DS Field
	Status

	VoIP Traffic
	Expedited Forwarding (EF)
	101 110
	Preferred

	LMR and 911 Voice
	Network Control 1(NC1)
	110 000
	Preferred

	Network Control Routing Protocol
	Network Control 2(NC2)
	111 000
	Preferred

	Life and Safety[endnoteRef:10] [10:  Examples:  Building fire alarms, Building security devices, etc.] 

	Assured Forwarding (AF31) Mission-Critical Data
	011 010
	Preferred

	Video
	Assured Forwarding(AF41)
	100 010
	Preferred

	General
	Assured Forwarding (AF11) Best Effort
	001 010
	Preferred[endnoteRef:11] [11:  All data not previously tagged with DSCP should be treated as Bulk Data.] 




[bookmark: _Toc465863460]Layer 3+ 
[bookmark: _Toc465863461]Perimeter Control – Commonwealth Security Zones
Entities wishing to connect to the Commonwealth may not provide interconnections between Security Zones of the Enterprise network.  All non-Commonwealth connectivity and/or traffic must be isolated from all Commonwealth Security Zones. If there is a special business need to provide this functionality (ex: route leaking for device management), the entity must have its sponsoring agency submit the appropriate COPPAR and obtain approval before implementing such a configuration.
[bookmark: _Toc465863462]Perimeter Control – Service Provider Network
All service providers shall be responsible for providing any necessary perimeter control among their client networks and management network.  The service provider is solely responsible for any traffic that is permitted to cross between these networks.  Additionally, such activities may cause the service provider to be in violation of this and/or other Commonwealth standards.
[bookmark: _Toc465863463]Voice Standards
· Concurrent calls – Status of this capability is dependent on the agencies needs/requirements.  Providers must disclose the status of this capability to the Commonwealth.
· Make Table:
· ITU Telecommunication Standardization Sector (ITU-T) Standards
· G.711 – 64kb uncompressed (Preferred, best voice quality)
· G.729 – 8kb compressed – high complex algorithm (Special – bandwidth constraints)
· G.729A – 8kb compressed – medium complexity algorithm – lower quality (Special – bandwidth constraints)
· T.38 – for FAX – If agency wants total IP configuration
· Session Border Controller (SBC) – A SBC, or gateway device with equivalent functionality, is essential at the agency level to connect to the providers IP/PSTN SIP cloud.  This is required for both new PIP and existing PIP.  ??Does EISO have any requirements for the minimum firewall capabilities of this??
· Encryption is Preferred for all voice traffic on the Commonwealth network.  This ensures compliance with HIPPA, IRS, and other regulatory requirements.  Non-encrypted communications are acceptable for certain application—including those with communications that ultimately are broadcasted in the clear (ex: Fire/Police radio that would not be encrypted otherwise).  
[bookmark: _Toc465863464]Video Standards
[bookmark: _Toc465863465]Video Conferencing
· PRI - 23B+D, FAS signaling, ISDN Protocol NI2, Pulse Type DTMF, 10 digits out, Hunt Sequential Ascending, B Channel configuration 2 Way universal
[bookmark: _Toc465863466]General Video Transmission
· Transport stream encapsulation of:
                  Video - MPEG-2, H.264, H.265 (future)
                  Audio - MPEG-1, MPEG-2, AAC, Dolby/AC3
· Unicast for point to point transmission
· Multicast for point to multi-point/broadcast transmission
· RTMP/RTSP/HLS stream encapsulation allowed for non-broadcast/web applications using same audio/video standards above
[bookmark: _Toc465863467]Facilities
[bookmark: _Toc465863468]Environmental Specifications
Entities wishing to house terminating equipment within a Commonwealth Point of Presence (CPOP) facility must submit a request to the Commonwealth, including the following environmental specifications:
· Total power consumption of all equipment
· Power diversity requirements
· Quantity and connector type for all powered devices
· Heat dissipation specifications for all equipment
· Number of rack units (RUs) required for equipment
· Weight of equipment/rack
· Fiber/Copper connectivity required
· Phone/Video/CATV connectivity required
· Surveillance requirements
· Physical security requirements
· Special audit requirements
All equipment must meet the following specifications.  If no device that meets the specifications below is available, the entity must obtain prior approval for a waiver.
· Power
· 220V AC Preferred, 110V AC as required at Group A and B CPOP locations
· -48V DC Preferred, 110V AC as required at Group C locations
· Vendor-owned UPS’s will not be permitted when facility power is already UPS supported
· Proper grounding must be maintained on all equipment.
· Equipment must be rack mounted.
· Commonwealth-provided racks will be 19” wide
· If waiver is obtained, the following additional specifications must be provided:
· Equipment footprint
· Service area
· Tile cut-out positioning
· Full equipment dimensions
[bookmark: _Toc465863469]Access to Facilities
[bookmark: _Toc465863470]Monitoring and Surveillance
All entities within CPOP locations must support onsite and remote auditing of the CPOP, equipment in the CPOP, and access to the equipment.  This may include alerts from, real-time system access to, or reporting from security, physical access, environmental monitoring, surveillance, and other monitoring systems and may include onsite visits to audit.
[bookmark: _Toc465863471]Physical Access
All CPOP facility access will be coordinated through the Commonwealth’s representative.  
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